Hugpopmayuonnan namamka Ne 2

C KaxapIM TOJIOM MOJOJICKHU B HMHTEPHETE
CTAaHOBUTCS OOJIbIIE, a IIKOJLHHUKH OJHH U3
CaMbIX AaKTUBHBIX IIOJib30BaTenen Pynera.
Mexnay TeM, TOMUMO OTPOMHOTO KOJHUYECTBA
BO3MOXHOCTEH, HHTEPHET HECET U MPOOJICMBI.
DTa maMsaTKa J0JHKHA IIOMOYb TeOe 0e30I1acHo
HaXOJHUTHCS B CETH.

KoMmnbroTepHbie BUPYCHI

KomnbrotepHbiii BUpPYC - OTO Pa3HOBUAHOCTh KOMIBIOTEPHBIX MPOTPaAMM,
OTIUYUTENIBHON OCOOCHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K Pa3MHOKEHUIO.
B nomnonHenue k 3ToMy, BUPYCHl MOTYT MOBPEAWTH WM MOJHOCTHIO YHUUYTOXKHUTH
Bce (haiiyIbl ¥ JaHHBIE, TTOAKOHTPOJIBHBIC MOJIB30BATEN0, OT UMEHU KOTOPOTO ObLIa
3amylleHa 3apa)XeHHas MporpamMma, a TaKkKe MOBPEAUTh WIIU JaKe YHUUYTOXKUTH
OTEepallMOHHYI0 CUCTEMY CO BCeMU (paillamu B 1eJ0M. B OONBIIMHCTBE ClydaeB
PacIpOCTPAHSIIOTCS BUPYCHI Yepe3 UHTEPHET.

MGTO,IILI 3alIUTBI OT BPCAOHOCHBIX ITPpOrpaMMm:

1. I/ICHOHLSYﬁ COBPCMCHHBIC OIICPAIIMOHHBIC CHUCTCMbI, HMCHOIINC CGpBGSHBIﬁ
YPOBCHD 3alIUTHI OT BPCAOHOCHBIX IIPOTpaMM;

2. IlocrosHHO ycraHaBnuBaii mautu  (UdpoBBIE  3alIaTKH, KOTOPHIE
ABTOMAaTHYECKH YCTAaHABIMBAIOTCS C IEJBIO JIOPAOOTKH MPOTPAMMBI) M JPYyrue
OOHOBJICHHSI CBOEH omepallMoHHOW cucTteMbl. CkayumBaii WX TOJBKO C
opurmanpHoro  caiita  paszpaborunka OC. Ecimm cymectByer — pexum
ABTOMAaTHYECKOI0 OOHOBJICHHUS, BKIIOYH €T0;

3. PabGoraii Ha cBoeM KOMIBIOTEpE TOJ TMpaBaMU TMOJb30BaTENs, a HE
aIMUHUCTpATOpa. ITO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrPaMM
MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonp3yil  aHTUBUPYCHBIE  INPOrPpaMMHBIE  TPOAYKTBI  W3BECTHBIX
MPOU3BOIUTENEH, C aBTOMATHUYECKUM OOHOBJIICHUEM 0a3;

5. Orpannyb (PU3NYECKUI AOCTYI K KOMIIBIOTEPY 1151 IOCTOPOHHUX JIUILL;

6. Vcnonb3yil BHelIHUE HOCUTENU MHPOPMAIMU, TaKue Kak (uiellka, JUCK WIH
(aiin u3 UHTepHETa, TOJIBKO U3 MPOBEPEHHBIX HCTOUYHUKOB;



7. He oTkpbiBali KOMIBIOTEpHbIE (aiibl, MOJYYEHHbIE M3 HEHAJEKHbBIX
UCTOYHUKOB. Jlaxke Te (ailsbl, KOTOpbIE MPUCHA TBOW 3HAKOMBIN. Jlydie yrounu
y HEro, OTIPaBJIsUI JIU OH TeOE UX.

Cern WI-FI

Wi-Fi - 270 He BHMJ Mepeiayd JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb OPEHI,
Mapka. Eme B 1991 roay HuaepnaHickas KOMIIAHMs 3aperucTpupoBalia OpeH[
"WECA", uyto o6o3Hauano cioBocoyetanue "Wireless Fidelity", kotopblii
NepeBOAUTCS Kak "OecpoBOIHAS TOUHOCTD .

Jlo Haiero BpeMeHH Joluia Japyras aOOpeBuaTypa, KOTOpas SIBISETCS TaKOW Ke
TexHoJsioruer. 9to abopeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM
Ha CTaHJapT BBICIICH 3BykoBoMl TexHuku Hi-Fi, uyto B mepeBoge o3Hayaer
"BBICOKAsi TOYHOCTR'.

Jla, OecruiaTHBIA WHTEPHET-IOCTYN B Kade, OTeIsIX W a’dpoIopTax SBISETCS
OTJINYHOM BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. Ho MHOrMe sKCHepThl CUUTAIOT,
gyt0 obmeaoctynubie Wi-Fi ceTu He sSBIsIOTCS 0€30MacHbIMHU.

CoBeThl 110 0€30MaCHOCTH PabOThI B 00IIEAOCTYMHBIX ceTsX Wi-fi:

1. He mepenasaii cBoro nuuHyro nHpopMaiuio yepes oodmenocrynasie Wi-Fi cern.
Paborass B HHX, jKelaTeNbHO HE BBOJIUTH MAPOJIH JOCTYIA, JIOTUHBI M KaKHe-TO
HOMEpa;

2. Uctionp3yit 1 OOHOBJISAN aHTUBUPYCHBIE TIPOrpaMMBbI U OpaHamayep. Tem caMbiM
ThI 00€30maculllb ce0s OT 3aKauKy BUPYyCa Ha TBOE YCTPOMCTBO;

3. lpu ucnonszoBanuu Wi-Fi otkmoun ¢yskiuio "OOumii 1ocTyn K ¢ainam u
npuntepam”. JlaHHas (YHKIUS 3aKphiTa 10 yMOJYAHHUIO, OJHAKO HEKOTOPHIC
MOJIb30BATENIA AKTUBUPYIOT €€ JIJIsl yI00CTBa MCTIONB30BaHMs B paboTe win yueoe;

4. He ucnone3yit nyomnunsidi WI-FI nns nepegauu TUYHBIX JAHHBIX, HalpuMep
JUISL BBIXOJA B COLIMAJIbHBIE CETH WJIM B JJIEKTPOHHYIO NIOYTY;

5. Ucnonp3yit TosbKO 3amiuiieHHoe coenuHenune yepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBoau nuMeHHO "https:/";

6. B MoOumnpHOM Teneone otkmoun ¢yskiuio Tloakmrodenne k  Wi-Fi
apromatuuecku". He momyckaili aBTOMaTHYECKOTO MOAKIIOUEHHS] YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cormacus.



CouuajJbHbIE CeTH

CouuanbHble CEeTH aKTHUBHO BXOST B Hally >KU3Hb, MHOTHE JIIOJIU pabOTalOT U
KUBYT TaM TOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MWIIUAp/ YEJOBEK,
4YTO SIBJISIETCSI OJHOM CeAbMOM BCEX KUTeNeH IIaHeThl. MHOTHE MOJIb30BaTEIN HE
MMOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHass UMU B COIMATIBHBIX CETAX, MOMXKET
OBITh HaliZicHa W HCMOJb30BaHA KEM YTOJHO, B TOM YHUCJIE HE 0053aTENBHO C
0JIaruMu HaMEpPEHUSIMHU.

OCHOBHBIE COBETHI 110 0€3011aCHOCTH B CONHAJIbHBIX CCTAX:

1. Orpanuyb cnucok Apy3ei. Y TeOs B APY3bsiX HE JOJDKHO OBITH CIy4allHBIX U
HE3HAKOMBbIX JIIOJIEH;

2. 3amumiail cBOI 4acTHYIO ku3Hb. He ykaspiBail maposu, TenedoHBI, ajpeca,
JaTy TBOETO POXIACHUA U APYTYH JIMUHYI HWH(OpManuio. 3I0yMBIILICHHUKA
MOTYT HCTOJIb30BaTh Jake WH(OOPMAIMIO O TOM, KakK Thl M TBOU POJUTEIH
IJIAHUPYETE MPOBECTU KAHUKYIIBI;

3. 3amuiiail CBOIO PEMyTalMIo - JIEPKA €€ B YHCTOTE M 3a/aBaii cebe BOIpOC:
XOTesl Obl Thl, 4TOOBI ApPyrue MOJIb30BATENN BHUJIEIH, YTO Thl 3arpyKaeiib?
[Tomymaii, mpesx/ie 4eM 4To-TO OIyOJIMKOBATh, HAIMCATH U 3aTPy3UTh;

4. Eciu Tbl TOBOpHUIIL C JIIOJAbMH, KOTOPHIX HE 3HAellb, HE HCIOJIb3YH CBOE
peasbHOE UMSI U JIPYTYIO JUYHYI0 HHGOPMAIMU: UM, MECTO >KUTEIHCTBA, MECTO
y4eObl U Mpoyee;

5. Usberaii pasmenienus ¢otorpaduii B MHTepHere, rae Thl H300pakeH Ha
MECTHOCTH, IT0 KOTOPOH MOYKHO OTIPEICIIUTh TBOE MECTOIIOIOXKCHHE;

6. Ilpu perucrpanuv B CONMAIBHOM CETH HEOOXOJMMO HCIIOIB30BaTh CIIOKHBIC
MapoJIA, COCTOSAIINE U3 OYKB U ITU(P U ¢ KOJIMIESCTBOM 3HAKOB HE MEHeEE §;

7. Jnd couuanbHOM CETH, MOYTHI U JPYTHX CANTOB HEOOXOIWMO HCIOJIb30BATh
pasHbie maposu. Torma ecnu TeOs B3IOMAKOT, TO 3JOYMBIIUICHHUKH IOJTy4YaT
JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHBIE IEHbIU

DNEKTpOHHBIE JIEHBIW - OTO OYEHb YAOOHBIM CHOCO0 TIUIATeXeH, OJIHAKO
CYIIECTBYIOT MOILIEHHUKHU, KOTOPBIE XOTAT MOJYYUTh 3T JICHBIU.

DJIEKTPOHHBIE JI€HbI'H MOSBUJIMCHh COBCEM HEJABHO W MMEHHO HM3-3a 3TOr0 BO
MHOTHUX FOCYyAapCTBAX JI0 CHX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.



B Poccun xe oHM (PYHKIITMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIC HUX
pa3aensaioT Ha HECKOJIBKO BUAOB - aHOHUMHBIC M HE aHOHUMHBIC. Pa3zHuiia B ToM,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3pelracTcsl MPOBOAUTH Omeparuu 0e3
UICHTU(UKAIINY TI0JIB30BATEIIS, @ B HCAHOHUMHBIX UACHTU(MUKAIHS TTOJIH30BATEIIS
SIBJISIETCST 00SA3aTEIBLHOM.

Taxxke cinegyer pa3nuyaTh  BJEKTPOHHbIE  (uaTHble  JI€HbrM  (PaBHBI
rOCYJapCTBEHHBIM BaJlOTaM) W SJEKTPOHHbIE He(pUATHBIE JEHbIU (HE pPaBHBI
rOCy/1IapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI MO 0€30MaCHOI paboTe € AJIEKTPOHHBIMU JACHbIAMM:

1. IpuBsixu Kk cuery MOOWIbHBIA TelneoH. DTO caMblii YIOOHBIA U OBICTPHIHA
Ccroco0 BOCCTAaHOBUTH JOCTYyN K cuery. IlpuBsizanHblii TenedoH MOMOXKET, eCiu
3a0yzellb CBOM IJIATEXKHBIM Maposib WM 3aiiielllb Ha CalT C HE3HaKOMOro
YCTPOMCTBA;

2. Ucnonb3yit opHopa3zoBblie maponu. Ilocme mepexona Ha YCHICHHYIO
aBTopu3aluio Tebe yxke He OyAeT yrpo)KaThb OMAaCHOCTh KpakM WM IepexBaTra
IUTATEeKHOTO TapoJIs;

3. Boibepu ci10KHbIN mapoib. [IpecTynHukam OyIeT He IPOCTO yraaarh CIOKHBIHA
naposb. HajexHple mapoy - 3TO Mapoiid, KOTOPBIE COAEPKAT HE MEHEE 8 3HAKOB
M BKIIOYAIOT B ce0A CTPOUHBIE M NPONMCHBIE OYKBBI, LU(PHI U HECKOJIBKO
CHMBOJIOB, TAaKME€ Kak 3HaK J0juIapa, (hyHTa, BOCKJIMIATEIbHBIA 3HAK W T.IL
Hampuwmep, $tROng!;;

4. He BBOJIM CBOM JIMYHBIC TAHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSCIIb.
DJIeKTPOHHAS MMO4TA

DJIEKTpOHHAsI ToYTa - 3TO TEXHOJIOTHUS M TPEAOCTaBIsAEMbIE €I YCIYyTH IO
MEPEChUIKE U TIOJYYCHHIO AJICKTPOHHBIX COOOIIECHUHN, KOTOPHIE PACIPEICIISIOTCS B
KOMITbIOTepHON ceTh. OOBIYHO JJICKTPOHHBIM IMOYTOBBIA SIIUK  BBITJISIUT
CIICAYIOIHUM 00pa30M: UM _IOJIB30BATEIA(@HUMS_JoMeHa. Takke KpoMe Tepeadn
MIPOCTOr0 TEKCTA, UIMEETCS BO3MOXKHOCTh TIepeaBaTh (paiiibl.

OCHOBHBIE COBETHI IT0 OE30ITaCHON PabdOTe C IICKTPOHHOM MOYTOM

1. Hago BbIOpaTh MpaBUIIBHBINA MOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrPOMHBIM
BBIOOp OECIUIATHBIX TMOYTOBBIX CEPBHCOB, OJIHAKO JIYYIE JTOBEPSTh TEM, KOTO
3HACIIb U KTO MEPBbIN B PEUTHUHTE;

2. He yxka3piBall B JWYHOM mouTe JHMYHYIO HHpopmaiuio. Hampumep, myurie
BbIOpaTh "My3bIKalbHbIA (haHaT@" nim "pok2013" BmecTo "Temal3";



3. Ucnonb3yll ABYX3TAlHYI0 aBTOPU3ALMIO. JTO KOTJa MOMHUMO MapoJisi HYXKHO
BBOJMUTH KOJI, IPUChUIAEMbIN 110 SMS;

4. BoiOepu cnoxxHbIN naposib. JJisi KaK10ro MOYTOBOIO SIIIUKA JOJIKEH ObITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOXHOCTh HalucaTbh CaMOMY CBOM JIMYHBIM BOIIPOC, MUCIIOJIb3YH
ATy BO3MOXHOCTB;

6. Mcnonp3yil HECKOIBKO MOYTOBBIX AIMIMKOB. [IepBbIi U1l 4aCTHOM MEPENUCKHU C
agpecaTaMy, KOTOPBIM Tbl JIOBEpsCHIb. OJTO DJIEKTPOHHBIA aJpec HE Halo
UCIIOJIb30BaTh MPHU PerucTpanuu Ha GopymMax U cairax;

7. He oTkpbIiBaii (ailyibl U Apyrue BIOKECHUS B MUCHbMaX, JaXe €CIM OHU MPUILIH
OT TBOMX Jipy3ei. Jlydliie yToOuHH y HUX, OTIIPABIISUIN JIX OHU TeOe ATH (ailiibl;

8. Ilocne oxoHuaHus pabOTHI HA MOYTOBOM CEPBHUCE TEPE] 3aKPHITUEM BKIIAJIKH C
caiiToM He 3a0y/p HaXXaTh Ha "BeiiiTu".

Ku6epOyajmHTr UM BUPTYaJIbHOE U3/1€BATEIbCTBO

KubGepOymumunar - mpeciieoBaHUE COOOIECHUSMH, COJAEPKAIIUMH OCKOPOJIEHUS,
arpeccuto, 3aryruBaHue; XyJIuraHCTBO; COIIMAIbHOE OOMKOTHPOBAHKE C TIOMOIIBIO
Pa3ITUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KHOEPOYUTMHTOM:

1. He 6pocaiics B 60ii. Jlyummuii crioco0: MOCOBETOBAThCS KaK Ce0s BECTH U, €CIH
HET TOT0, K KOMY MOYKHO OOpaTHTHCSI, TO BHaYaJIe YCIIOKOUTHCS. ECIU ThI HAUHENIh
OTBEYaTh OCKOPOJICHUSMH Ha OCKOPOJIEHHUS, TO TOJBKO €IIe OOJIbIIE Pa30XIKEIllb
KOH(JIUKT;

2. YrpaBisiii cBoei KubeppemnyTaimei;

3. AHOHUMHOCTH B ceTH MHUMad. CylecTBYIOT cIOCOObI BBISICHUTh, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIMTaHCKUK 00pa3 BHUPTyaIbHOW JKW3HU. VIHTEpHET
bukcupyer Bce TBOW JEHCTBUS M COXpAHAET UX. YIaIUTh WX OyAeT KpahHe
3aTPYyIHUTEIBHO;

5. CoOiroail CBOIO BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuHUYHbIA HeraTuB. OHOPA30BbIe OCKOPOUTEIbHBIE COOOIEHUS
JydqIrne urHopupoBaTh. OOBIYHO arpeccus MpeKpamniaeTcss Ha Ha4aabHON CTaINM;



7. ban arpeccopa. B mporpamMmmax oOMEHa MTIHOBEHHBIMH COOOILIECHHUSIMHU, B
COIIMAIBHBIX CETAX €CTh BO3MOYKHOCTH OJIOKMPOBKH OTIPABKH COOOIIECHUN C
OIpEJIETICHHBIX a/IPECOB;

8. Eciu Tbl cBuaerenp kuOepOyyivHra. TBoM AEHCTBUS: BBICTYNUTH IPOTUB
npeciieoBaTeNsl, MOKa3aTh €My, 4YTO €ro JAEMCTBHUS OLIEHMBAIOTCS HEraTHUBHO,
MoJAJIepKaTh KEPTBY, KOTOPOM HY)KHAa IICUXOJOTMYECKas MOMOIIb, COOOUIUTH
B3pOCJIBIM O (paKTE€ arpeCCUBHOIO IOBEIECHUS B CETH.

MooniabHbIN TesedoH

CoBpemeHHble cMapThOHBI U IUIAHIIETHI COAEpkKAT B ceO€ BIOJHE B3POCIBIM
(GyHKIMOHAJI, M Tenepb OHU MOTYT KOHKYPUPOBAaTb CO CTallMOHAPHBIMHU
KommbloTepaMu. OIHAKO, CPEACTB 3AIIUTHI JIJISl MOJOOHBIX YCTPOMCTB MOKa OYEHb
Mano. TecTupoBaHME U TOUCK YA3BUMOCTEM B HHMX HPOUCXOOUT HE TakK
MHTEHCUBHO, Kak 11 [1K, To ke camoe kacaeTcsi ¥ MOOMIIbHBIX MPUIIOKEHUH.

CoBpeMeHHBIE MOOUJIBHBIE Opay3epbl YK€ MPAKTHYECKH JOTHAIW HACTOJILHBIC
aHaJOr¥, OJHAKO pacuupeHre (yHKIMOHATA BIEYET 3a COo0O0M OOJBIIYIO
CJIO’)KHOCTb U MEHBIITYIO 3aIIUIIEHHOCTD.

,HEUIGKO HC BCC TIPOU3BOAUTCIIA BBIITYCKAIOT O6HOBJ'I€HI/I}I, 3dKPbIBAOIINC
KPUTHUYCCKUC YA3BUMOCTH IJIsI CBOUX YCTpOﬁCTB.

OCHOBHBIE€ COBETHI JJIA 0e301aCHOCTH MOOUIIEHOTO TGJIG(i)OHa:

Hudero He siBIseTCs Mo-HAcTOsIIeMy OecrutaTHbIM. Byab OCTOpOXKeH, Bellb KOTa
TeOe TpemiaraloT OecIUIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
TUTATHBIC YCITYTH;

Hymaii, npexxae yeM otnpaButh SMS, ¢oto unu Bugeo. Tol TOYHO 3HAElIb, TIE
OHM OyIyT B KOHEYHOM UTOTE?

Heo0xonnmo 0OHOBIIATH OMIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
Hcnonb3yit aHTUBUPYCHBIE MPOTPAMMBI JIJISI MOOMIIBHBIX Telle(POHOB;

He 3arpyxail npuioxkeHuss OT HEU3BECTHOTO HCTOYHHUKA, BEIAb OHHM MOTYT
coJiepKaTh BPEIOHOCHOE MTPOTPaAaMMHOE 00ECTICUCHHE,;

[Tocne TOTO Kak ThI BBIWIECIIL C CaliTa, T/I€ BBOAWI JINYHYIO WH(MOPMAIINIO, 3211 B
HACTpOWKH Opay3epa u yaamu cookies;

[lepuonnueckn nOpoBEPsid, Kakue IUIATHBIE YCIYIM AKTUBUPOBAaHbBl HA TBOEM
HOMEDE;



JlaBaii cBOil HOMEp MOOUJILHOTO Telae(POHa TOJIBKO JIOASM, KOTOPBIX Thl 3HACIIb U
KOMY JTOBEpSIEIIb;

Bluetooth nomxeHn ObITh BBIKIIOUYEH, KOT/Ia Thl UM HE HoJib3yenibes. He 3a0biBaii
MHOTJIa TPOBEPATH 3TO.

Online urpsr

CoBpeMEHHBIE OHJIANH-UIPBI - ATO KPACOYHBIE, 3aXBAaThIBAIOIIME Pa3BICUCHUS,
OOBEUHSIONIME COTHH THICAY YEJNOBEK MO BceMy Mupy. Mrpokm wuccrenyror
JAHHBIA UM MHUp, OOLIAIOTCS JIPYT C JPYrOM, BBIMOJHSIOT 3aJaHUs, CPAKAIOTCS C
MOHCTpPaMHU U TOJY4YarOT OMBIT. 3@ YAOBOJIbCTBUE OHU IUIATAT: MOKYHAKT JIHCK,
OIJIAYMBAIOT a0OHEMEHT WJIM MPUOOPETAIOT KaKUe-TO OIIUH.

Bce st CpeACTBAa MAYT HA NOAACPKAHHUC U PA3BUTHUC UTPBI, a4 TAKIKC Hd CaMYy
0€e30MacHOCTb: COBCPHICHCTBYIOTCA CHUCTCMbI aABTOPHU3alINH, BBIITYCKAIOTCA HOBBLIC
ImaTyu (III/I(i)pOBI)IC 3allJIaTKH JJIs1 HpOFpaMM), 3aKPbIBAKOTCA YA3BUMOCTU CCPBCPOB.

B mopgoOHBIX Urpax CTOUT OIacaTthCsi HE CTOJIBKO CBOUX COIMEPHUKOB, CKOJIBKO
Kpa)kyl TBOETO MapoJisi, HA KOTOPOM OCHOBAaHA CHUCTeMa aBTOPU3ALMH OOJIBIIMHCTBA
urp.

OCHOBHBIE COBETHI IO 0€30IMaCHOCTH TBOCTO HUI'POBOI'0 aKKayHTa:

1. Eciu apyroit urpok BeaeT ceOsi MIOXO WM CO3/aeT Tebe HEeNpHUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Toxamyiics agMUHUCTpATOpaM WIrPbl HA IUIOXO€ TMOBEIEHHUE JTOT0 HUIPOKa,
KEJaTeIbHO MPUIIOKUTh KaKHe-TO 10Ka3aTeIbCTBA B BUE CKPUHOB;

3. He yka3piBaii tuuHyto nHGOpMAIIUIO B TTpodaiiiie urpsl;
4. YBaxail Ipyrux y4aCTHHKOB I10 UTPE;

5. He ycranapnmuBaii Heo(HuITMaIbHbIC TATYH U MOJIBI;

6. Mcnonp3yii clI0kKHBIE U pa3HbIE APOJIU;

7. Jlaxxe BO BpeMsi UTPBI HE CTOUT OTKJIKOUYaTh aHTUBUpPYC. [Ioka ThI urpaemis, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIUHT WA Kpaka JUIHbIX JAHHbIX

OObIUHOM Kpaxel JIeHEeT W JOKYMEHTOB CETOJHS YK€ HUKOIro HE YAUBHUIIb, HO C
Pa3BUTHUEM MHTEPHET-TEXHOJIOTHUH 3JI0YMBIIUIEHHUKN IEPEMECTUINCH B UHTEPHET,
1 MPOJI0JDKAIOT 3aHUMAThCS " MIOOUMBIM'" AeI0M.



Tak mosiBHJIach HOBasi yrpo3a: MHTEPHET-MOIUEHHUYECTBA WM (DUIIMHI, TJaBHas
1eiab  KOTOPOrO0  COCTOMT B TOJYYEHMM  KOH(DUICHIHMATBHBIX  JAHHBIX
M0JIb30BaTeNIel - JOrMHOB U maposeil. Ha anrnuiickom s3bike phishing yuraercs
kak ¢pumuHr (0T fishing - peiOHas noBs, password - mapob).

OcHoBHBIE COBETHI IO OOpHOE C QUITUHTOM:

1. Cneam 3a cBOMM akkayHTOM. Eciu Thl mojo3peBaelib, YTO TBOS aHKETa ObLia
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBaTh €€ M COOOIIUTH aAMUHUCTPATOPAM
pecypca 00 3TOM KaK MOYHO CKOPEE;

2. Wcnonp3yit Oe3onacHble BeO-CaiiThl, B TOM 4YHCIIE, WHTEPHET-MAarasuHOB U
TTOMCKOBBIX CUCTEM;

3. Mcnonb3y#t ciaokHbIE U pa3Hble napouu. Takum oOpa3om, eciu TeOsi B3JIOMALOT,
TO 3JI0YMBIIJICHHUKH TIOJIy4YaT JOCTYI TOJIBKO K OJTHOMY TBOEMY NMPOQUIIIO B CETH,
a He KO BCEM;

4. Ecnu T1e0s B370Malu, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE JI00ABJIEHBI y T€0S B APY3bSIX, O TOM, YTO T€OS B3JIOMAIHU U, BOZMOXHO,
OT TBOETO UMEHU OYJET pacchUIaThCs ClIaM U CCbUIKU HA (DUIIMHTOBBIE CAlThI;

5. YcranoBu HaaexHbIH mapoias (PIN) Ha MoOMIBHBIN TenedoH;
6. OTKIIIOUM coXpaHeHue mapoJs B Opaysepe;

7. He oTkpeiBaii (hailyibl M IpyTrHe BIOKEHHS B MUChMaX, Ja)e €CJIM OHU MPHUILIH
OT TBOMX Jipy3ei. Jlydlle yTouHH y HUX, OTIIPABIISUIH JIX OHU TeOe 3TU (aiiiibl.

Hudposasi penyranus

[Mudposas pemyTarus - 5T0 HEraTHBHAS WX MO3UTHBHAS MH(OpMAIUA B CETH O
tebe. Kommpomerupytomas wuHpopmaius, pa3MelieHHas B WHTEPHETE, MOXKET
CEepbhEe3HBIM 00pa3oM OTpa3WThCcs Ha TBoeW peanbHOU >ku3HU. "lludposas
penytanus" - 3T0 TBOH UMUK, KOTOPBIM GopMupyercs u3 uapopmaiuu o tede B
WHTEPHETE.

TBoe MecTo KUTENbCTBA, y4eObl, TBO€ (PMHAHCOBOE IOJIOKEHUE, OCOOECHHOCTH
XapakTepa U paccKasbl 0 OJU3KUX - BCE OTO HAKAIIJIMBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICJICHHO OTHOCATCS K MNyOJMKalMK — JIUYHOU
nHpopmanuu B MHTEepHETE, HE TOHUMAs BO3MOXKHBIX MOCHCACTBUN. ThI make HE
CMOXEIIIb JI0TaaThCsA O TOM, 4TO (poTorpadus, pa3MerieHHas 5 JeT Hazaj, craja
MPUYMHON OTKa3a NPUHSTH T€OSI Ha padoTy.



KomMmmenTapuu, pasMelieHue TBoux (otorpauil u apyrue IEeUCTBHS MOTYT HE
MCYE3HYTh )K€ MOCJI€ TOT0, KaK Thl UX yJalHllb. Thl HE 3HACIIb, KTO COXPaHUII
3Ty HH(OpMaLKIO, IoNana i OHa B IOUCKOBBIE CUCTEMbI M COXPAHMUJIACH JIM OHA, a
IJIaBHOE: YTO MOJYMAIOT O TeOe OKPY’KAIOIIHE JIFOAH, KOTOPbIE HAUIYT U YBUASAT
s10. Haiitu uHpopManuio MHOTO JIE€T CIOYCTS CMOXKET JI000M - Kak U3 JT0OpbIX
noOyXJAeHU, Tak U C HAMEpPEHUEM NPUYUHUTH Bpel. DTO MOXKET OBITh KTO
YTOJTHO.

OcHOBHBIE COBETHI MO 3aIUTe HU(POBOM peryTaruu:

1. Tlogymaii, mpexe 4em 4To-TO MyOJIMKOBATh U MepeiaBaTh y ceOs B 0J0re Wi B
COIIMAJIbHOM CETH;

2. B nactpoiikax npo¢uis yCTaHOBU OI'PaHMYEHHUS Ha MPOCMOTP TBOETO Mpoduis
U €ro COAEPKUMOTO, CAENal €ro TOIbKO "M npy3en";

3. He pa3smemaii u He yka3piBaili MHQOpPMAILIUIO, KOTOpass MOXET KOro-iubo
OCKOPOJIATH HIJIK OOMKATb.

ABTOpCKOe NPaBo

CoBpeMeHHBIC IIKOJBHUKHU - aKTUBHBIC MMOJIH30BATEIN ITU(PPOBOrO MPOCTPAHCTBRA.
OnHako Jajleko HE BCE 3HAIOT, YTO MOJL30BAHME MHOTHMH BO3MOKHOCTSIMU
muppoBoro  Mupa TpeOyeT COOMIOJAEHUS TpaB Ha  HUHTCIUICKTYaJIbHYIO
COOCTBEHHOCTb.

Tepmun "UHTEIUIEKTyaIbHAS COOCTBEHHOCTH" OTHOCUTCS K PA3IUIHBIM TBOPCHUSM
YeJIOBEYECKOr0 yMa, HauMHAasi C HOBBIX M300peTEeHWH W 3HAKOB, 0003HAYAIOUIUX
COOCTBEHHOCTh Ha MPOJYKTHI U YCIYTH, U 3aKaHUYMBasi KHUTAMHU, GoTorpadusmu,
KUHO(MUIBMAaMH U MY3bIKaJIbHBIMU TIPOU3BEICHUSMHU.

ABTOpCcKHE TIpaBa - 93TO TIpaBa Ha WHTEIUICKTYalbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEICHUSI HAYKH, JINTEPATYPbl U UCKyCcCTBa. ABTOPCKUE MpaBa BHICTYNAIOT B
KauecTBE TapaHTUHU TOTO, YTO HMHTEIUICKTYaJIbHBIA/TBOPUECKUN TPy aBTOpa HE
OyJIeT HampacHbIM, /JacT €My CIpaBeIJMBbIE BO3MOXKHOCTH 3apaboTaTth Ha
pe3ysbTaTax CBOETO TPY/a, MOJYyYUTh HM3BECTHOCTh M Mpu3Hanue. Hukro 06e3
paspenieHrus aBTOpa HE  MOXET  BOCIHPOU3BOJIHWTH €ro  IPOU3BEICHHUE,
pacrpoCTpaHsTh, MYyOJIMYHO JAEMOHCTPUPOBAThH, MpPOJiaBaTh, HUMIIOPTUPOBATH,
MyCKaTh B MPOKAT, IMyOJWYHO HWCIOJHATH, MOKA3BIBATH/UCIIONHATh B dUPE WIH
pa3memars B IHTEpHETE.

Hcnonp3oBanue "MUpaTcKoro" MpOrpaMMHOTO OOECIeYeHUS MOXKET MPHUBECTH K
MHOTUM pUCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM /0 OJIOKUPOBKH TBOETO
YCTpOMCTBA, TJI€ YCTaHOBJIEHA HeJllerajdbHas mporpamma. He crouT Ttakxke
3a0bIBaTh, YTO CYIIECTBYIOT JierajibHble M O€CIUIATHBIE MPOTPAMMBbI, KOTOPBIC
MO’KHO HANTH B CETH.



O nopraJie

CereBHUOK.pd - TBOW IJIaBHBIM COBETYHMK B CETH. 371€Ch Thl MOXKEIIb Y3HaTh O
0€30MacHOCTH B CETU MOHSITHBIM M JOCTYMHBIM SI3bIKOM, & IIPU BO3HUKHOBEHHH
KPUTUYECKON CHUTyalluu OOpaTUTbCS 3a COBETOM. A TakKe MPUHATh y4acTHE B
KOHKYpCaXx U CTaTh CaMbIM IIU(GPOBBIM I'PaKTaHUHOM !



